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192 - Database Management Systems (DBMS)

Data is represented by any form of unprocessed information. Data that has been
organized and presented in a meaningful way provides information. A database is a
collection or storehouse of data. A database management system (DBMS) is software
with software tools to organize data in a flexible way. The software tools add, change
or delete data from the database, query stored data and produce meaningful reports.

Organize Manage

Data » Database » Database management system
<« John Name Age Name Age gy “< 50 ”
s o Tom 55 Tom o B Query years
Cyp 0 Cynthia 50 Cynthia John
Ynthiq John 45 John (@5)— ' 45

Types of databases

Non-relational databases

Data in a non-relational database is
limited to a specific table and cannot be
updated to other tables. Data is entered
into fields in a table and is available for
sorting in that table itself. All manipulation
of data is restricted to that table alone.

Relational databases
In relational databases, fields are linked
across several different tables. Database
models make logical connections among
tables by linking identifying data from one
table to another table.

Table 1 Customer 1

Name Age Name Age

Sort based

Table 1 nage . |John 45 Tom S5
Name Age | __2"=—"|cCynthia 50

Data Entry

z;:‘thia gg Tom 55 Customer 2
John 45 ‘Name Age
Cynthia 50 [CTW.__/. ;
Sorts, | Table 1 L { |Table 1
on "a,;,sed Name Age i Name Age
e Cynthia 50 Customer 2 ! Tom 55

John 45 Name Age Cynthia 50
Tom 55 John 45 €0 . ! John 45
Categories of database management systems (DBMS)

Desktop databases Server databases

Desktop databases stay on personal Server databases stay on servers and are
computers and are structured for structured for multiuser applications.
single-user applications.
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193 - Tables

Tables are used to input or present data. Tables are identified by table names. Data is
input into fields and records represent relevant data about a set of related fields.
Tables are related to one another thorough common fields earmarked as primary or
foreign keys. Primary keys uniquely identify a record and foreign keys are fields in a
table that refer to primary keys in another table.

Data entry tables.
Primary key: Uniquely identifies a record. The ID no.
Customer 1 iS unique as ho two attributes are the same. The
Name Tom ] ?| “Name" cannot be designated as a primary key as there
Age 55 .- . may be repetitions.
ID No.

Data presentation table

primary keys fields in the individual customer table.

Customer 2
Name Cynthia Customer table
Age 50 Name Age | ID No.
ID No. 002 | Tom 55 | 001 | f------meeeeee -
Cynthia 50 002 ¥
p-meme *  John 45 | 003 Records present data
.@ 50 004 pertaining to a set of
customer 3 T related fields.
Name John d
Age 45 :
ID No. 003 Foreign keys: Fields in this table refer to the
+

Customer 4
Name Tom A field is represented by the data that is encapsulated into an
Age 50 object. Fields are identified by the features or specifications

that determine the field. Fields may be names, numerical,
decimals and others.

ID No. - ........... >

Designing tables

A table needs to consider data types assigned to cells or fields. Depending on the type of cell, data
types may be integers, characters, monetary values, dropdowns, executables and others. The
structure also needs to consider actions that can be initiated from the table, using buttons.

| Characters | [ Drill down | | Alphanumeric

Order form 0121
[ Drop down | Name |Marks Hardware Store ~ Q Code Cust 001
Product | | Qty. (pcs) Unit price Total price Confirm g @
S Nuts 10,000 $1.00 $ 10,000 5
.2 Process SO
c 3 Bolts 10,000 $1.00 $ 10,000 9
Z = (AR
Print 5 g_
£
TOTAL 20,000 $ 20,000 Cancel £

g

I J
Integers | No. of columns? L Monetary values |
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194 - Data Schema

Information technology

Data schema represents the structure of a database system, usually in a graphic
format. In a relational database, the schema defines tables, individual fields in each
table and the relationships between fields and tables. Schemas are usually stored in

data dictionaries.

Establishing relationships between tables and fields

Consider for example, the tables; customer code, price list, customer and sales
orders. The relationships between the different tables can be established as shown
below, for a given business scenario.

Customer code 0229

Series = Customer type
1000 Retailer
2000 Wholesaler
3000 Government
4000 Industrial
Shows a one-to-one
relationship between the

tables. Only one customer
can be allotted a unique
customer code. No fwo
customers can share the
same customer code. The
solid line also shows the
customer series (primary
key in the customer code
table) is also the primary
key in the customer table.

The crows web feet points
to a one-to-many
relationship between the
customer fable and sales
orders. One customer can be
associated with multiple
sales orders.

Name

h 4

Customer Code

Price list

During data entry, when
processing a sales order
pertaining to customer code
1003, only those products
and prices associated with a
particular customer code are
visible.

Sales order form 0121

- = Primary key
@ = Foreign key

Price list 0330

Price list

BD P1

Retailer price list

Product

Code  Unit price

Nuts |¥

NOO1 $1.00

Bolts | ¥

B003 $1.00

Essential relationship
indicating that every
customer must be
linked to a pricelist.

| Marks hardware store

1003 o €8
P Q <Fk]

Name | Marks hardware store Q
Customer Code 1003 @

Order number 10750 -

o ———— e ———
roduct | Code U\nit‘p(ice Qty. (pcs) | Total price

Nuts | ¥  NOO1 $1.00 \ 10,000 $ 10,000
Bolts | ¥ B003 $ 1.00/ 10,000 $ 10,000

T __— 20,000  $ 20,000
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195 - Data Modelling

A data model shows how data is represented in an information system or a database
management system. It represents specifications for designing and organizing data in
database systems. It simplifies interactions between the designer of the data model,
the applications programmer and end-users. It represents the way data is structured
and depends on specific enterprise requirements and the way each enterprise carries

out its functions.
Building blocks for data modelling

The basic building blocks to data modelling are:

1. Entities: Any distinguishable object. (ex., account, client)

2. Entity sets: A collection of entities exhibiting similar characteristics.

3. Attributes: Characteristics that describe an entity.
4. Entity-entity relationships: The nature of relationship between entities.

5. Data constraints: The nature of restrictions placed on data.

From reality...

Based on an understanding
of business processes and
scope of data

L 4
" il B .
Z / ]
4 ~~~
~§
A 3

," Bank -
K Client s
l' ‘\
> :
]
: !
1 1
/ Entity-entity ‘
] _ . ]
! relationship |¢- 1
7
'. !
1 'l
’

Data modelling is done within the framework of business rules laid out by an
enterprise. Business rules are precise principles, policies and procedures that
describe enterprise operations and data characteristics, as viewed by the enterprise.
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Data model types

1. Hierarchical model

structure.
have many children and each child has one parent

"

| Sales office A I

-

)

Manager 2

Product

2. Network model:

data relationships when compared to a hierarchical model

Information technology

: Logical levels are represented in an upside down tree
Such a model contains one-to-many relationships, where a parent can

» Root level

Level 1 (children of root level)

+ Level 2 (children of level 1)

Product
1 2
In this model, a child can have multiple parents. Records are

represented in one-to-many relationships. This model can represent more complex

| sales office B I

| Sales office A I ~

Product
4

e
1

Product
Has a linked table

3. Relational model:
structure. It forms the basis of relational
databases. Performs the functions of
hierarchical and network models but
hides the complexities of the relational

model from the user.

Data entry
Customer 2 7 Update
Name Age '," "

Cynthia 50 | .. i v

i | Table 1

! |Name Age
Customer2 | ; Cynthia 53
Name Age John 45
John 45|

Such a

2. Object oriented model
model makes use of objects occurring in
reality which are reduced to a few

features that are relevant

Reality
Data model
Supplier Enterprise Retailer
R s et
Purchase Sell
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196 - Enterprise Resource Planning (ERP)

ERP applications are integrated business application software used for managing
manufacturing, distribution, financial and other functions of an enterprise. ERP
applications integrate all data and processes of an enterprise into a unified system.
Multiple components of software and hardware are used in ERP systems to achieve
this integration. ERP employs a process driven approach to management, unlike the
traditional approach of functioning in rigid functional compartments or silos.

11

gl
Sales Manufacturing Distribution Accounts
— H ? % “:1 sz”’j//, ?
\ —/ Sales Manufacturing Distribution Accounting ,
A - database database database database L
\/ — —* \ —
Customer y , \
order Invoice
— S
\ J

Rigid compartmentalization of functions, data duplication and redundancy, errors in
computing, lack of data integrity, little or no information sharing, functional priorities
override organizational priorities. This approach resulted in organizational inefficiency.

The need for an ERP application

Newer market demands forced the development and implementation of integrated
application software that meet these demands. Legacy systems had serious limitations
in responding to these newer market demands.

Market demands
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The need for an ERP application

By integrating several functions that access a unified database, ERP applications
provide seamless transactional capability across functions with data transfer and
access in real-time when conducted over the web. ERP applications follow a process
driven approach to managing operations.

..............................................................

k/ Distribution )
L :

Customer.i_’
order o . | &

Inventory

" ERP application

(Integrated software, unified

database, seamless

i transactions across different

: functlons/

i %

Service

Serwce i Bmmmmsmsmsseesesesnsnone s jf Billing

ERP integrates data and processes in an organization { '""01091
for easy access and work flow. A single database . -
supports several functional modules.

Features of an ERP system

1. Incorporates a 3-tier architecture designed for client server environments.

2. Runs on standard operating systems and databases. Supports enterprise-wide
relational database and distributed networks.

3. Supports importing and exporting data from and to other systems while interfacing
with other systems.

4. |s modular, each module represents a functional area. For example, purchase,
sales, finance.

5. Is an integrated application, relationship between modules is in-built. Transaction
updates work seamlessly. Supports multisite environments.

6. Flexible, allows both full-scale and incremental implementations.



Information technology

339

Standard ERP modules

Manufacturing

1. Materials planning

2. Capacity management
3. Workflow management
4. Quality management
5. Bill of materials

6. Product definition

7. Planning & execution

8. Production scheduling

9. Routing operations

10. Equipment maintenance
11. Subcontracting

12. Shop floor control

13. Purchase management

14. Vendor management

15. Purchase order control

16. Lot control

17. Product data management
18. Engineering change control

Sales

1. Sales order control

2. Sales quotations

3. Pricing and commissions

4. Sales forecasting

5. Demand management %+

6. Sales invoicing .
ERP
] application

AN s S

=

(\
] I [
Projects
1. Project costing
2. Billing

3. Activity management
4. Time and expense !
5. Project accounting K
6. Project resource
planning J
7. Project planning

Service

1. Service scheduling

2. Service employee

3. Service documentation
4. Tooling requirements
5. Service order mgt.

6. Service history

-
—————
-
———

Human resources

. Training needs

. Payroll management

. Time and attendance

. Organizational structure
. Manpower succession

. Employee master data

. Handling transfers

. Benefits management

. Employee skill status
10. Appraisals

11. Personnel administration
12. Recruiting & staffing
13. Compensation mgt.
14. Expatriate mgt.

15. Compensation mgt.

O©CoOoO~NOOOSWN-=-

Distribution

1. Handling shipments

2. Packaging and kitting

3. Transport documentation
4. Managing carriers

5. Outbound processing

. Inventory management

. Inventory control

. Warehouse setup

. Stock analysis

. Receipts, issues, transfers

. Stock returns
. Stock analysis
. Warehousing operations

1
2
3
4
5
6. Cycle counting
7
8
9
10. Inventory tracking

‘o
| ]j

Finance & accounting
. Accounts payable

. Accounts receivable

. Fixed assets

. General ledger

. Cash management

. Asset accounting

. Working capital mgt.

. Balance sheet

. Profitability

10. Costing

11. Investments

12. Tax accounting

13. Bank accounts

14. Statements

15. Credit management

O©CoOoO~NOOOSWN-=-
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ERP application architecture
ERP applications mostly use a three-

tier, client-server architecture and a Client and
design pattern where the user interface, ?nr;':pa'z:' user
application logic, data storage and data
access are developed and maintained - =
as independent modules. § i -
1. Client with GUI: The client requests g
application content according to user N . v ;

Application _-.___-'
commands. logic PEN Application
2. The application logic processes, server
coordinates and evaluates commands. a -
3. Database layer: Information is stored o §
and retrieved from a database, passed SRR
onto the application logic for processing *7
and then presented to the user. Database ’ - ‘ =% Database
Most ERP's support remote and layer ~ 1 server

distributed databases.

The players in an ERP system

Any ERP implementation has three payers that have a stake in it. The ERP vendor is
the software company that has developed the application. The implementation partner
is the consulting company that sets up the ERP application and the user organization
is the company where the application is installed.

The software vendor: The developer of the ERP application. Its

employees include software designers, programmers, project
managers, sales and customer support personnel. The ERP The user organization:
software is the intellectual property of the software vendor. The company where the

ERP application is
implemented. This
organization includes end-
users of the ERP
application who will use it to
carry out their daily
business functions of sales,
manufacturing, finance,
distribution and others.
This is the company that
has paid for the ERP

application. The IT function
in this organization has the
responsibility to maintain
the ERP system and ensure
its proper functioning.

Implementation partners and ERP
consultants: The organization authorized
by the software vendor to set up the ERP
application at the user organization.
Consultants from this organization lead

the user organization through the ERP
application by providing technical and
functional expertise.
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Getting ERP into an organization (for the user organization)

The process of selecting an ERP application needs careful planning and deliberation
as it involves a lot of investment and time to implement. Besides, user companies will
likely be using the application for many years to come.

‘ /-~ Identify if there is a need for an ERP application.
) 1. Evaluate status of current applications.
2. Are they meeting business objectives?
3. Are there too many complaints?
4. Are existing systems integrated into business processes?
5. Will existing systems handle future plans?

See what an ERP application can do.

1. Evaluate all aspects of improvement an ERP application
can provide (standardization, business process integration).
2. Assess if it is better to buy an ERP application rather than
develop an application in-house.

3. Define business drivers and objectives to be achieved
(low cost, faster response, inventory reduction, others)

4. Prepare a comprehensive document regarding costs,
time and others parameters. Get senior management
approval for an ERP system.

Share requirements with vendors and invite proposals.
1. Share information about the company, existing systems
in place, objectives, user expectations, functional areas to
be covered, time to complete and cost of implementation.

2. Have vendors study and map some processes for
evaluation.

Evaluate proposals from different ERP vendors.

1. Receive proposals from ERP vendors and study them
carefully. Compare features, alternatives, functionality and
technical components of their ERP systems.

2. Shortlist vendors after evaluating their proposals and get
quotations for a commercial implementation.

Final short listing and selection of implementation
partner.

1. The final short listing is done by the CEO and top
management after evaluating commercial proposals.

2. Tell managers in the company about selecting an ERP
application and implementation partner.

3. Wrap-up contractual agreements and ask for
organizational participation in the ERP implementation.
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Selecting a software vendor
The final selection of an ERP application depends on several factors; user
organization needs, compatibility of the system, cost and others.

Enterprise

O} ‘ ERP vendor 1

ERP vendor 2

Criteria for selection
. Is the ERP running in similar industries and environments?
. Has the ERP application a track record of success for at least 3 years?
. Is the vendor capable of providing support globally?
. Is the ERP vendor financially sound?
. Does the ERP application meet requirements of the user organization?
. What is the level of customization needed to meet organizational specifications?
. How long does it take for implementing the software application?
. Are the functional and technical strengths of the ERP application useful to the
needs of the user organization?
9. How flexible is the application to adapt to future emerging technologies?
10. Can the ERP application lessen the company's continual dependence on an
elaborate IT department?
11. How does the ERP application 'look and feel' (ease of use).
12. Can the existing employees be easily trained to use the ERP application?
13. What does it cost to implement the ERP application (software costs, consulting
fees, others)?

ONOO OB WN =

Selecting an implementation partner

Implementation partners are specialized ERP consulting firms who bring with them
expert functional and technical knowledge about the ERP application. Consultants
from such partners interact closely with the user organization to set up the software
application. Selection criteria include:

. Method and approach to implementation.

. Expertise of consultants who will set up the software.

. Nature of resources committed to the implementation.

. Nature of services extended for the implementation.

. Experience and track record in previous implementations.
. Knowledge of the particular industry.

. Project plan, scope and approach to the implementation.
. Reputation and financial standing.

ONO OB WN -

ERP Consulting
firm
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Receive payment
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Example - ERP business process flow (sales order fulfilment - MTO)
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Server sizing for ERP applications

ERP implementations usually call for an overhaul of existing IT infrastructure including
servers, data storage, networks and personal computers. Sizing of server hardware is
critical and needs careful evaluation by IT departments.

~ —— a 7 -3 Server sizing depends on:
j [ HTJ > " & 1. The nature of ERP package (vendor)

1 2. The number of modules being implemented.

& 3. The number of users operating the ERP
application.
Application vendors help in deciding the overall
computing power and server configuration. It is
usually recommended to provide for additional
resources than to undersize the hardware.

User

Post implementation, the IT infrastructure needs to be continually monitored as
changes are unavoidable. Changes are needed because of increased transaction
volumes, newer users, addition of more modules, growth in database, upgrades and
changes in technology. With such changes, conventional infrastructure proves
inadequate and back-up and recovery processes get stretched.

Securing the ERP system

Access controls to the application need to be put in place to ensure the right people
are accessing and manipulating data. Mechanisms built into the system help exercise
control across the system.

Authentication mechanisms
and user codes allow access of
information only to the right
users.

\ Business enterprise
; with ERP

Internet

A firewall residing on a gateway server protects
an internal network by preventing unauthorized
access to a network. Encryption and digital

Authorizations attached to roles User signatures  protect information transferred
provide levels of access to users. For between partners. Authorization mechanisms
example, sales managers have a and a secure network architecture protects the
greater level of access to information integrity of information being shared and
than sales representatives. prevents unauthorized access to the system.
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ERP Implementation methodology
@, O @)

“as is”

Wl O O

=

. Analyze existing business processes

. Record current business process flows.

. Draw process diagrams for current flows.

. Cover all existing business process
scenarios.

d. Brainstorm for improving processes.

1. Kickoff
project

1. Project Kickoff

a. Build the ERP project team and establish
communication protocols between the
implementation team, IT team, key-user team.

b. Define roles and responsibilities, reporting

O TON

structures, establish timelines, project e. Develop a blueprint of existing processes.
deliverables, layout scope of project. 2. Analyze & f. Record what can be covered by the
. Configure hardware and software requirements. design standard ERP application and what needs

. Establish the application environment.

. Plan for number of instances of ERP.
Deploy the development instance.

. Evaluate training needs.

business to be customized.
. Develop an understanding of how the user
rocesses 9
P plans to integrate ERP into their operations.
h. Conduct initial key-user product training.

Q ™0 a0

“to be”

@i © o

3. Designing
required
solutions

End-user
training

3. Design required processes

a. Functional teams and key-users chart out
processes required for the desired state.

b. Cross-functional teams work out interfaces and
end-to-end process flows.

c. Processes may be existing processes retained,
modified or altogether new processes that use
best practices. Gaps are indentified.

d. Required process design shapes configuration
of initial setup data and drives data conversion.

e. Initiate a pilot project using data from the
current application.

4. Configuration and data conversion
4. a. Configure master and transaction data.
Configuration b. Finalize and develop customizations,
functional interfaces.

c. Assess implementation readiness.

d. Convert existing transaction data to the
ERP system.

. Develop and finalise reports.
Test the components developed to verify

. adherence to functional design.

5. Testing . Develop end-user training material and
the ERP conduct product training.

application

and data
conversion

~h

«

oO._O O®

@) O

@)
1 /1 N\ ¢

6. Going live
and

=

. Going live and transitioning

. Move to a live operating environment from
a production environment.

. Populate opening balances and execute
data conversions. The fully configured ERP
system should be up and running.

7. Post . Set up support for key and end-users to

implementation manage queries and problems.

review d. Dopgment the fully configured system for

training needs and future reference.

e. Officially handover the fully configured ERP

system to the user team.

5. Testing the ERP application

a. Conduct integration testing to verify if interfaces
and customizations are performing as per the
design.

b. Test the system to verify whether the load from
all the users can be supported.

c. Conduct user acceptance testing to gauge if
users can navigate through the many screens.
Test the fully configured system with actual
data.

d. Test main business processes of the user
organization before going live. Provide patches
for errors thrown up.

transitioning

L o,

o

o
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Post implementation review and issues

O o O O

%@

Customer support needs to be up

and running

a. To handle errors in entry and help
navigate through the program.

b. To handle missing entries in the
master data.

c. To handle errors in rules and
parameters.

d. To create user profiles and
authorizations.

e. To hold demonstrations and to walk
through processes.

f. To deal individually with users who
are blocked in the process.

g. To help with transactions and clear
backlogs.

h. To handle program bugs and
incorrect messages.

O o O o

Ri=o#

Dealing with changes

a. Changes that address critical
business needs and solve immediate
problems need to be addressed and
carried out.

b. Immediately after going live, the
system should be allowed to stabilize
for some time before beginning
changes.

c. Changes should be implemented only
after it has gone though the entire
process of examination and approval.
When carried out changes should be
documented.

d. Changes should be implemented
against strict schedules.

Going live &
transitioning

Post
implementation
review and
issues

Information technology

The process of familiarization

a. In the process of familiarization
users may face errors that may be
thrown up. Because of this, the
application seems not to work as
configured.

b. Over time, as users are more
familiarized with the application,
the number of errors decrease.

c. A few good users of the
application can act as catalysts
and stabilize the situation by
providing guidance on using the
application.

® o O \C/D//

!ﬁ%

People issues with ERP

a. Some of the users are resistant
to change and are indifferent
towards the new ERP
application. There is a constant
comparison with legacy systems.

b. A change in roles and
relationships may lead to some
friction among employees. All
problems are attributed to the
ERP system.

c. Some users would want to
bypass the system for handling
emergencies or month-end
situations.

d. People may want changes made
in the program to suit their
domain of work without regard to
the effect it can have elsewhere.
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Benefits from an ERP system

An ERP system, when installed correctly can largely improve efficiency and
productivity within the enterprise. The system automates tasks and by adopting a
process oriented approach to managing operations an enterprise can operate
seamlessly across its several functions.

. Integrates all functions within the enterprise.

. Streamlines business processes.

. Data sharing and increased transparency.

. Improved efficiency and productivity.

. Lower costs with improved customer service.

. largely improved inventory and material tracking.

. Standardizes operations and improves quality.

. Technology enabled business process re-engineering.

ONO OB WN =

A\ |
N
Enterprise

Industrial user

Business user

a

Supplier Distribution
warehouse

9. Transformation in the way business is done: to a process oriented approach
rather than a functional oriented approach.

10. Provides on-line and real-time information when conducted over the web.

11. Drop in delivery lead times and time to market.

12. Helps in following a customize-to-order strategy.

13. Supports multisite operations and therefore can be deployed globally.

14. Adjusts to different standards applicable in different countries.

15. Ability to handle procurement, manufacturing and distribution of a wide product
range.

16. Functional role conflicts are minimized because of a process oriented approach.

17. Time triggers, workflow control and business rules ensure that all activities and
steps are carried out in a process, reducing rework and delays.

18. Promotes teamwork among different functions as each function sees the big
picture about fulfilling a process rather than just fulfilling immediate functional
objectives.
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197 - Enterprise Application Integration (EAI)

Enterprise application integration is a system consisting of software components that
seamlessly link several different applications into one unified system. This enables
data sharing across applications within an enterprise, or with software applications at
business partners. EAl uses middleware technology that helps mediate between
separate and existing programs without much change to the programs themselves.
Messaging services provided by middleware software allow different applications to

communicate with one another.

Integrating business processes and enterprise Information

Adapter

,-| Business partner |-

’Tplter[‘ :,'_'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.-; .

Middleware allows communication between legacy and modern
applications, transactions between servers, data conversion,
authentication and communication between computers.

EAI components

Adapters: Map heterogeneous data formats and interfaces into a common format

Message brokers: Facilitate interaction between adapters

( Eip ) [ crm | (Lefcy) ( :C?D ) ( EiP ) [ rm ) (Leg:cy) ( CI:D )

3
h 4

Message oriented middleware ] [ Message broker

Sender specifies the identities of receivers

Routing logic defined at broker level

EAl helps collaborative networks, provides for extensibility of programs and
applications, removes redundant data repositories, reduces IT expenditures and aids

in managing business processes.
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198 - Cloud Computing

A computing method, where IT-enabled capabilities are delivered as a service on
virtualized and scalable platforms that use internet technologies. It allows client
organizations to have access to IT services charged on use or subscription. Clients
can access applications on the cloud and use servers within the cloud to process,
store and manipulate data. It removes the need for client organizations to invest in
expensive information technology equipment and software and lessens the risk of
technology obsolescence.

The nature of a cloud
The cloud is a cluster of integrated and networked hardware and software that use the
internet to provide hardware, software and networking services to clients. The cloud

hides the complexity of the underlying infrastructure from users by providing a graphic
interface or API (Applications Programming Interface).

Software \nternet Business
Applications processes
(SaaS)

Storage

Application platforms

platforms

Client organization 1 Host Individual user
(IT firm providing the service)

The cloud provides on demand services anywhere, anytime and at any place. Is it paid
for as needed and can be scaled up or down in capacity and functionalities. The
hardware and software services are available to individual users, businesses and
other organizations. Some of the benefits of cloud computing are:

1. Provides a platform for collaboration and unlimited storage capacity.

2. Provides scalability to extreme workloads easily.

3. Enables client organizations to be infrastructure independent.

4. Simplifies IT management and reduces software costs.
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Advantages of the cloud

1. Clients can use services without having any understanding of the underlying
infrastructure. Expensive and high-powered computers are not required to access
cloud computing services.

2. Start-up companies needn't invest in expensive software and servers that could go
obsolete soon. Software updates take place automatically without clients having to
pay for them. Latest software versions are available every time the cloud is
accessed.

3. Lets client organizations have the flexibility to pay based on use.

4. Offers the flexibility to access data and services from anywhere.

5. Document and format compatibility allows access to all applications and operating
systems.

6. Unlimited storage capacities help in scaling up, should the need arise.

7. Helps collaboration between multiple users on projects, documents and
applications. Encourages collaboration between business partners.

8. Can be accessed by multiple devices; personal computers, PDA's and mobile
devices.

\nternet

Client organization Cloud provider Individual user

Drawbacks of the cloud

1. Unlike desktop applications, the cloud needs a constant high-speed internet
connection to allow clients access to their own data and applications.

2. As the technology is fairly recent, a client cannot be fully sure about the security
of data stored on the cloud.

3. As different clouds use different protocols, data transfer and business process
management across clouds may not be possible.

4. If data disappears in the cloud it may be difficult or impossible to recover.
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199 - Business Process Outsourcing (BPO)

Business process outsourcing is the delegation of specific business tasks or
processes to external partners (BPO providers), who manage such processes based
on previously agreed terms. Usually, an enterprise outsources noncore but essential
business processes such as customer service, accounting and management of human
resources. The external partner carries out this service using an IT based delivery
mechanism. This allows a company focus its effort and resources on core activities.

Outsourcing back-office and front-office operations
A company may outsource back-office operations such as billing and purchasing, or
front-office operations like customer service, technical support and consulting.

Supply of products or services

to an overseas customer Customer

Enterprise

3
>
~
/ \‘ - External partner provides

Shipment details visible billing and customer service
to the external partner

BPO provider

Outsourcing operations
A company deciding to outsource some of its processes to external vendors needs to
carefully identify the type of operations it wants to outsource.

BPO provider Enterprise BPO provider
1?2

L]

L G

Processes to outsource

1. Non value adding processes the company cannot perform efficiently on its own.

2. Many routine operations that are labor-intensive.

3. Processes that do not deal with the company's core operations and strengths.

4. Non core processes that could tie up a company's important resources and assets in their operation.
Processes not to be outsourced

1. Processes that use the intellectual property of a company.

2. Processes that form a core part of a company's business and reflect its strengths.

3. Processes that have a direct impact on the image of a company.
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Outsourcing options

Information technology

Near shore outsourcing: When business processes are

outsourced to partners in neighbouring countries.

BPO provider

Enterprise

BPO provider

BPO provider

located in the same country.

Onshore outsourcing: When business
processes are outsourced to partners

Offshore outsourcing: When business
processes are outsourced to partners
located outside the country.

Employee issues facing offshore BPO providers

T A

)
\/® \O/

{ A

1. High employee turnover due to tedious and monotonous schedules.

2. Few career growth opportunities.

3. Work schedule upsets personal and family life.
4. Adapting to cultural differences between employees and customers.

Success factors in outsourcing processes

Enterprise

BPO provider

Clarity in communication helps

streamline the outsourcing effort

Communication with the provider

An enterprise needs to communicate clearly to
BPO providers, to specify what is expected of
them and the nature of infrastructure they should
provide. The enterprise must be in a position to
measure and gauge the quality of output being
delivered. For an enterprise, restricting its
outsourcing needs to one or two providers helps
in streamlining and controlling the quality of
output.

Keeping the workforce motivated

1. Performance based incentive system

2. Flexible work timing

3. Better employee benefits

4. Focussed training exercises

5. Better career growth opportunities
Understanding enterprise needs

BPO providers need to have a clear
understanding of what is expected of them and
the level of quality they must deliver.
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200 - Data Warehousing

A data warehouse represents a diverse collection of data aimed to support managerial
decision making, reporting and analysis. This collection of data is subject-based
(sales, product, customer) and is often gathered from heterogeneous operational data.
A data warehouse integrates and consolidates data from several sources to make it
meaningful and consistent. The process of data retrieval, analysis, extraction,
transformation and loading are all functions of the data warehouse. Data warehousing
tools help in gathering data, cleaning, integrating, querying, reporting, analysing,
mining, monitoring and administering the data warehouse.

Integrating several data sources

’/ By using data warehousing tools Analysis
A
Ve A\
; \ Metadata
o [~ Retrieve '
] s RN -,
S —” 1 H frm——— SN
: Integrate g N PR
% _B.‘?Er.'?.‘.’?.-.;i Transform +=oaoy g I PR
- : E 3 ¢ ' O :
i Process s |0
- -— : ' © e
Enterprise = , a Reporting
(&)

|

database Y e g
Business intelligence > <

Advantages of data warehouses

1. Easier to analyze and report information as a common data model is derived
O \ from several different sources.
- 2. As information is queried from the data warehouse, operational databases are
~ not slowed down.
3. Inconsistencies in information that may exist, because of data residing in
several databases, are resolved.
4. Advanced reporting capabilities help managers make better informed decisions.

Data warehousing applications

Retail — B
1L =
Risk management Store operations Sales orders Medical management

Profitability management  Merchandizing Sales invoices Billing and finance
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201 - Data Mining

Data mining is a process to discover patterns in data and eventually draw knowledge
and information from it. Data mining explores and analyses large quantities of data to
establish relationships and develop understandable patterns. It is an important tool in
transforming data into information. It can help uncover patterns in data that are
otherwise not identifiable.

The need for data mining

The need for data mining is felt as meaningful patterns need to be interpreted from the
plentiful data captured from diverse sources.

ATM Credit / debit Response to Data captured
transactions card payments direct mail by scanners

@ o DR S L, -
Ses H ad
“~.,,I L
« i Data abundance : R Iﬂ
---------------- . . o
i anddiversity !

Datafromcall -7 Npemmm———————— gemmnn
'''' :'I Y ~“~~ -
center records .- g | Demographic
"/ I'l p ~~'~
& ¥ - 4 data
= N
) ‘ |
~ o
Operational Data from web Data from Web access
databases server logs cameras trails

A data mining process

The traditional process to data mining includes pre-processing data, data mining and
interpretation.

<
Pre-processing \'\ﬁ Data
Selection & transformation D¢J' mining Interpretation
H v | v 3
— J -
Data Target Pre-processed and Establish patterns Information &
warehouse data transformed data

knowledge
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Targeted marketing & CRM
Identify potential and loyal
customers likely to shift to
competing brands.

o | Gan

Cross-selling and up-selling <--

Target customers based on
profiles built-up, with new
product offers that are likely to
appeal to the target segment.

\ VA offers
N

Target direct mail and offers
Identify prospects that are
most likely to respond to a
direct mail effort, or purchase
products from offers made.

Web

Privacy and ethical concerns with data mining

Detecting credit card fraud
Identify fraudulent transaction
types by mining purchase and
demographic data.

Using data mining for
business applications

Store layout

To position items based on how
customers navigate through
stores. Identify  frequently
purchased items and item sets.

~
~..
~e

355
a, I Bank R
o~ =4 _
Credit rating
For loans and credit cards,
identify  potentially  good

prospects based on existing
customer data.

NI
E

Manufacturing
Initiate changes automatically
in the production process
when changes in parameters
are detected.

O

N

HR and recruitment

Identify traits and skills to
match  job  requirements.
Identify candidate profiles for
recruitment.

Data mining technologies can raise ethical concerns if used to unfairly categorize and
discriminate individuals and organizations.

Individuals who otherwise would
remain anonymous may find
themselves in the spotlight. Large
amounts of personal data mined
from different sources may lead
to privacy concerns.

Privacy concerns may rise if all data (shopping
habits, products purchased and personal details)
about an individual is stored in a database.

Customers

Some privacy and ethical concerns can be handled if
companies tell customers about the kind of details
being stored in databases and the purpose for which
data is being stored.

Enterprlse
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202 - Electronic Business (E-business)

E-business or e-commerce is a domain where business transactions are carried out
electronically. Transactions may represent buying and selling activities, where product
delivery is either through traditional transport systems, or electronic transmissions for
the delivery of digital products. Transactions also include the transfer of information
using electronic mediums. The internet and the world wide web are mechanisms that
facilitate e-business. E-business embodies not just the transactional component of
businesses but the management of entire business processes, using electronic
mediums. It includes tools that enable organizations use internet-based technologies
and infrastructure to conduct business operations.

Types of e-business

Business to business applications (B2B)

Electronically enabled transactions carried out between businesses, for example, between the
enterprise and its suppliers or retailers. They represent the largest section of the e-business sphere.
Even though orders are processed electronically, payments may still be made by checks deposited
into banks. Such transactions are mostly carried out between businesses who have been partners for
a while. The number of transactions may be few but mostly represent large values.

.-
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Consumer
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i H :
1 1 ! 1
Enterprise - : ! Consumer to consumer applications (C2C)
Brick and ! : : 1 Electronic transactions facilitated between consumers
( 1 ! H 1 by a third-party. For physical or electronic products,
mortar) ¥ ! ! - transaction fees are paid to third parties. A growing
1 1 . area featuring C2C applications includes online social
‘ 4 A 4 ' Ent?rp"se networking applications.
-~ .. D (Virtwal | " N — SoTTII \
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Enterprise Consumer

(Brick and mortar) Dealer s A

4 (Click and mortar) o
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Business to consumer applications (B2C) S ————————

Electronically enabled transactions carried out by an enterprise to serve its customers. Orders and
payments are processed electronically while the delivery of products may take place through traditional
distribution outlets, direct deliveries or over the internet (for digitally enabled products). Customers
usually are onetime buyers. The number of transactions is many with each transaction representing a
small value. Payment processing is done online through credit and debit cards using secure payment
gateways and networks.
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The internet is a highly integrated and decentralized global computer system that uses electronic and
optical networking technologies to interconnect several business, institutional, private and governmental
computer systems. It helps carry out business operations and transfer information in digital formats.
Routers direct internet traffic by using the best possible path. The web is one of the services on the
internet.

An intranet is a private network existing within an organization that uses internet technologies to share
information within an organization. An extranet is a private network using internet technologies that

helps connect an organization's network with other networks.
INTERNET

§
-
N
N
L

terprise 3

The Internet Service Provider (ISP) offers an access to the Internet. For a fee, service providers offer
this access to the internet by dial-up, broadband, cable, Wi-Fi, Ethernet or other high-speed
connections. ISP's may provide email accounts to users, remotely store data for them, host software
applications that customers can access and offer other services as well.
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Business to business (B2B) applications

E-Collaboration: 1. Manufacturer - Supplier collaboration: Collaborate on product design, costs,
inventories and schedules. Coordinate all-tier supplier schedules, visibility into supplier inventory levels
helps synchronize production schedules. 2. Manufacturer — Retailer collaboration: Synchronize sales
forecasts, jointly evaluate the demand plan and establish replenishment plan. Collaborate on product
pricing, new product introduction and promotional plans. 3. Manufacturer — Logistics provider
collaboration: Collaborative logistics planning for shipment consolidation and planning, schedule labor,

equipment, transportation resources and coordinate with distribution centres.

[I E-marketplace: Many-to-many E-sales: Management of contgcts,
» application platforms where several L proposals, terntones, forecasting.
buyers and sellers interact, bid, [ Support multiple sales channels,
quote and carryout transactions. sales force communication, demand
quotation and pricing ability,
T supports mobile users. Load
E-procurement: Catalog o presentations, product literature.
management, purchase S Integration and synchronization to
requisitioning, purchase ;} back-end ERP eases the sales order
approval, supplier management, B fulfilment process. Provides CRM
order placement and payment capability, manage marketing
processing. Needs integration to 17 campaigns, product configuration
back-end ERP systems capability.
(forecasting, inventory levels, %= = y
production planning) to complete 'NTE =n©
i 0
the purchasmg‘ Process. \ é? §
7 g
[
Hosts web-based Hosts web-
Hosts collaborative based
web-based platform application
application - N ) S S
4 21%1%
E- marketplace iy s [s (s Enterprise
operator -
Supplier .

= 1
&

Logistics provider

\

Com ’T?’ e

|

E-marketplaces may be buyer driven, supplier driven or managed by third parties who have specialized
knowledge about a particular industry. Pricing may be based on subscription, percentage of value
transacted, advertising or on other pricing methods. E-marketplaces offer buyers and sellers a low cost
medium to interact. Web-based collaborative platforms, electronic procurement and sales application
software are usually hosted by dominant industry players. Partner organizations would need to register
into the applications as the dominant players business is important to them.
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Business to consumer (B2C) applications
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Host suitable web-based application
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Delivery mechanisms: Includes direct
deliveries, drop shipments, downloads for
digital products or deliver through email,

online gaming experience and other
services.

Payment methods: Through debit
and credit cards, electronic checks,
electronic cash, purchase cards.

Register
and access

Consumers

o
~~~~~
---------

Drop shipments, to complete
product configuration
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E-marketplaces

E-marketplaces are internet based marketplaces where buyers and sellers of products
and services interact and carry out business transactions. E-marketplaces provide an
arena where buyers and sellers transact and exchange information in a legal and
regulated framework. E-marketplaces reduce the cost of doing business.

Large sellers ‘ E- marketplace ;\Iidﬂ

Sell-side application

— \

—
~
~

i‘g

E-marketplace components

1. Electronic store fronts
General stores
Specialized stores
2. Electronic product catalogs
Standard, customized and
customer transaction driven
3. Search engines h
4. E-auction capability i
Forward auctions :
Reverse auctions
Dynamic pricing i
. Payment gateways :
. Customer & value added services
. Information and supplier portals i
. Electronic shopping carts '
. E-bartering capability
10. Online price negotiation i

Firewall

Small sellers i

©O© 00 ~NO O

11. Aggregate supplier product offer
12. Decision support systems

g

a

.....................

| Hosted sell-side ! i Hosted buy-side
i web-based : web-based
On"ne access 1 ‘E application . application Onllne access
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E-collaboration via a web-based platform
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Enterprise - supplier collaboration: Enterprise - retailer collaboration:
. Collaborate on product design & costs . Synchronize sales forecasts

. Inventories — pull based inventories . Jointly evaluate demand .
. Coordinate all-tier supplier schedules . Jointly establish replenishment plan *
. Visibility into supplier inventory levels . Product pricing

. Inventory replenishment and tracking . New product introduction

. Engineering changes . Promotional plans

. Development of new products . Online catalogs

. Inspections and approvals . Product packaging /
. Invoicing . Store layout and shelf space o~
10. Contract management 10. After sales service requirements
11. Web-based RFQ’s 11. Claims settlement “
12. Web-based purchase orders 12. Web-based product configuration
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Enterprise: %
1. Business partner registration process \
2. ltem data management i

3. Notifications
4. Establish collaborative methodologies :
5. Manage channel business rules
6. Web-based kanban systems i
) 7. Manufacturing coordination !

e

Ja)sibay

\ Enterprise - logistics provider collaboration: *
> 1. Collaborate on logistics planning

; 2. Shipment consolidation

: 3. Plan, schedule — labor, equipment, resources
4. Coordination with distribution centres.

5. Transport documentation -

Jaysibay
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S
———

/\/ - Enterprise hosts web- PR
“LE R eT1].] based collaborative | .- S T
platform

Logistics ﬂ
T provider
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------------

Suppller
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203 - Electronic Procurement (E-procurement)

E-procurement applications help companies carry out the buying process
electronically. The features included in such applications help in finding items in
supplier catalogs, creating and transmitting orders online and in the automatic
payment of invoices. E-procurement applications, however, need to be integrated with
back-end ERP applications to complete the entire procurement process handled by
such back-end applications.

Integrating online procurement with backend applications

E-procurement applications enable users in an enterprise navigate product catalogs, select
specific items, create requests, obtain approvals, enter and send orders and trigger payment of
supplier invoices. Usually, web-based procurement applications are integrated with back-end
applications to complete the ordering and procurement process.

Depending on the nature of items purchased (MRO or MRP items), and the value

involved, e-procurement applications will need integration with back-end applications to

complete the procurement process. Back-end integrations help in;

1. Developing and maintaining user profiles from back-end HR modules (purchaser,

approver, others).

2. Ordering items automatically over the web, based on back-end inventory and
material planning systems.

. Leveraging product information from the product catalog.

. Completing the purchase ordering process.

. Accounting and financial processing of purchase transactions.

. Using forecasting data, supplier constraint information in the procurement process.

o Obh W

Item data, financials, material planning,
HR, scheduling, forecasting data

Upload product =~ f=-==---ceemceeeeaaen Purchase
information into catalog Web-based transactions

procurement

“ ‘ / Supplier <
\%?@ / | { M

Web-based ERP

? T A ? procurement | | application

package (backend)
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204 - Electronic Sales (E-sales)

E-sales applications carried out over the internet help enterprises manage customer
relationships and automate sales functions. They help manage sales activities with
distributors, dealers, influencers, specifiers and consumers. It improves the efficiency
of a field sales team by providing updated information in real-time at the point of sales.
Integration to back-end ERP systems helps in completing all tasks involved in the
sales cycle, from order taking to order completion.

Streamlining field sales activities and office operations

E-sales applications help in targeting specific customers with proposals that contain
information suitable to them. It helps in communicating with customers and prospects
across several device types (laptops, handheld and other devices).

The scope of a web-based sales application (along with back-end integration)

1. Customized proposal generation and communication (fact sheets, presentations)

2. Customer specific product and pricing configuration ability.

3. Synchronization of central database to local databases and field force devices to ensure
availability of latest updated information (contracts, orders, invoices, payments).

. Manage individual profiles (manager, representative) with profile based access mechanisms.

. Collaboration between field force team members - for follow-ups, order closing, others.

. Manage campaigns and communication across several web-based devices.

. Induce up-selling and cross-selling with better product configuration capability.

. Create and display reports to managers and field force (orders, outstanding, forecasts)

. Ability to model complex pricing structures based on product configurations and customer
profiles (distributor, dealer, end-user), handle multiple currencies.

O oo~NO OA

Back-end integration
helps in completing

the sales cycle, from Order management, ___________
order taking to order product information, | :
completion task management, ! Web-based 54 """"""""""""""""""""""
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205 - Payment Gateways

A payment gateway is a payment processing service, usually managed by a third-
party, to process, verify, accept or decline online transactions on behalf of a seller.
Transactions are carried out over secure electronic communication networks. A
payment gateway automates online payments between buyers and sellers. It allows
sellers accept online payments made through credit cards, debit cards, direct debits,
real-time bank transfers and other methods. It works as an intermediary between the
seller’'s shopping cart and all the financial networks involved with a transaction,
including the customer’s credit card issuer and the seller's account. It encrypts
transaction details and ensures they are sent to the correct destination.

Facilitating online payment transactions

Merchant's online store

~-oRAgL -

1. Customers fill online shopping carts,
enter credit card details and press

the submit button.

2. Details submitted on the page are
transmitted fo a payment gateway
6. After the amount is provider.
cleared, the merchant
can transfer the money

3. The information is routed across secure

from the merchant networks to verify the authenticity of
accolntitolthelblsiness credit card information. .
account. /:_3\ Inter ™

Merchant hosts online store

Request

f@w ol
mﬁ‘ %ﬁ &

UOI4D] 4142

N

N

- :
(g 3
: Merchant's '§ |
bank Payment Customer credit
Merchant gateway card issuer Customer

(Seller) [ provider (Buyer)

4. Upon verification, the customer’s credit card account is debited.
5. The merchant's internet merchant account is credited.

Shopping carts are configured to transfer data in a format compatible to a particular
payment gateway. Payment gateways that offer address verification services, where
the cardholders billing address is verified with the card issuer, decrease the risk of
accepting and processing fraudulent transactions.
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206 - Software Development

Developing software for business applications usually involves the expertise of several
people having different skills. They work in teams to guide software development
though the several stages of production. Software development starts with setting up a
structure for the software process. This usually involves following a project oriented
approach, needing the completion of many tasks and activities in the entire software
development cycle. Some organizations follow an approach where much planning and
documentation is put into place before coding and testing. Others manage with loosely
held structures where the scope for redesign and change is kept wide open.

Stages in the software development process

Outline the need for the project. Specify
activities, deliverables, resources required,
project  schedules, budgeted costs.
Determine whether the project is related

Preparation,
introduction and
project overview

BT to any other software being developed?
A 4
State objectives, Describe management objectives, priorities,
O O O risks, constraints, risks associated, use of third party

assumptions, control | project assumptions, time and quality audits,
& monitoring software testing procedures, reporting
mechanisms formats, project time accounting.

!R / 5\ ﬂ, dependencies, software, modification of existing software,

Describe project milestones with their
content & timing, development methodology
and the project lifecycle model.

The software management plan
1. Detailed functional design plans

. - Establish the 2. Detailed software architecture
Software architecture software 3. Cost and schedule estimates
5] = 5 development 4. Requirements specifications
S| # 1> 4|:| 5 methodology and 5. Change control plans
Ol 4 «0 the management 6. Coding standards to be followed
plan 7. Software delivery plan
8. User manuals and technical documents
9. Quality plan and assurance

10. Deployment handbook

11. Integration procedures

12. Release checklist and sign-of f

13. Project log and history documents
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Parent

[ Project Manager |

Team 1

Team 1

V' o
t||| Oi
AN \ /
/

l

Describe how the
project is related
to and influenced
by other entities.

h 4

Setup project
organization,
reporting
relationships &
assign
responsibilities

v

Describe technical
processes &
methods, tools &
techniques,
documents, support
activities

v

Execute the
project, begin
actual coding of
the software
package

h 4

Release alpha
version, review and
conduct testing.
Release a beta
version.

A 4

Beta testing
(prototyping,
previewing) at
end-user
organization.

Information technology

Project relationship with the parent
company, subcontractors, end-user
organization, technical documentation

organization, quality assurance, marketing
and others.

Identify skills, recruit or place from within
the organization (programmers, functional
consultants), design the team structure and
reporting relationships, assign project
responsibilities, organize training, establish
start and end times, plan for phasing out
personnel.

Define technical processes and methods,
development environment (hardware &
software), facilities needed, coding &
documentation standards, integration
procedures, unit festing, systems testing,
peer reviews, quality plan and procedures,
support functions o the process.

Breakdown work packages into sub-
packages, complete each work package and
identify them with unique ID numbers,
complete all tasks and activities involved.
Monitor and control schedule, content and
quality. Handle changes in functional and
technical specifications.

Release an alpha version, conduct reviews.
Conduct functional, unit, acceptance and
intfegration festing. Find defects and bugs
and fix them. Check software compatibility,
verify and validate software. Freeze
features and release a beta version.

Release a feature complete software from
the development environment. Transfer the
software package to the customer's site.
Activate the software package. Create a
software history document.
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207 - Network & Application Security

Network and application security are crucial for protecting data and IT resources of an
enterprise. The risks associated with transferring data over insecure networks and
applications include data theft, viruses in the system, financial fraud and corruption of
data and application logic. The damages resulting from insecure systems include loss
of finances, loss of reputation and lawsuits. An organization needs to employ the right
tools and update security measures regularly to protect its IT network, data and

applications.

Establishing application security

System or
user generated

User ID

Password

User identification and
authentication

To uniquely identify a user
trying fo  access an
application or network. This
method is put in place fo

User ID

Password

Role

John

*khkkkkkk

Sales Rep.

Credit approval limit | $ 10,000

N\

Ex., Automatic role based settings

Authorization
Assigning access
rights to
different users
to access and
modify data.
They are based
on the role a
user plays in an
organization.

verify the identity of a given Ex._ The sales
user. Authentication may be S T
based on passwords, keys, access ?ro credit Dl SIS
authentication devices and approval limits of
biometrics (retina  scans, all the sales reps Role Sales Manager
fingerprints, voice). and is authorized Sales Rep  Credit approval limit
to make changes.
- Rob $ 15,000
Access control =~ John $ 10,000
Specifies data access by different entities (for ex., Sam $ 12,000
sales reps, sales manager) and access rights allowed Refresh
to the different entities (for ex., the sales manager
has the right to modify approval limits).
Order form 0121 Order confirmation 0122 S
e”er
Name | Marks hardware store Name | Marks hardware store
Product  Qty. (pcs) Price Product Qty. (pcs) Price Process
Nuts 10,000 KAIBIOO0 Nuts 10,000  $10,000

Confirm

Data integrity and confidentiality

Data integrity is an assurance that data received is the same as the one sent. Confidentiality is
ensured when data is not visible to an eavesdropper.
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Information technology

Z

Intruders on the network

1. Decrypt or encrypt messages
2. Intercept or emit messages
3. Generate fresh messages

4. Share or split messages

Spyware

1. Embedded programs
2. Browser hijackers
3. Trojan viruses

4. Malware & worms

Other threats

1. Phishing

2. Denial of service

3. Packet sniffing

4. Customer impersonation

I S |

Security risks and concerns from the outside

bt

Web-based transactions & communication

...............................................

......................................

t | Firewall - Hardware e v Firewalls facilitate |
o or software that Firewall the transmission of i i
P permit only one e e only authorized o
i | access point into the a1 4 traffic over the i}
¥  network. They filter Now S network and vi
what comes in and thereby protect
what goes out. the system.
I < Y

L2 -

I

Inside hijackers who misuse and
exploit critical customer
information for personal gains?

Employees who try to steal
company information and sell it
to the competition?

Disgruntled former
employees who have
information on

\

Quality of support O

& maintenance to

/

O ®,

O

the existing IT
infrastructure?

L !SFLE‘L;

A

Network security threats from within the enterprise

passwords and
procedures and are
bent on wreaking
havoc on the
company’'s IT
infrastructure.

~t7
O




Information technology
Putting security into place...

Supplier

Enterprise IT infrastructure

1. Use whole system data encryption to
protect data being transferred and to
provide the needed privacy.

2. Incorporate periodic automatic backup of
all data to servers so sensitive data can be
recovered in case of an attack

3. Employ cryptographic tools to encrypt
sensitive communication over the network.
4. Install software updates regularly to
protect the system from hackers and
eavesdroppers.

5. Encourage employees to use secure
passwords to protect against automated
brute force software attacks. Stress the
importance of not sharing passwords and
login information with colleagues.

6. Have a policy on downloading of data and
applications from the web. Only use licensed
software always.

7. Put a detailed security policy in place and
educate all employees about it. Guard
against attacks from external devices (for
ex., sales presentations by suppliers who
use their own laptops over the company
network.

8. Oversee the network regularly for attacks
and security breaches by employing system
monitoring tools and techniques.

9. Put a strong firewall in place and oversee
it regularly. Explore honeypot computing.

10. Set up procedures for the access and
handling of sensitive company information.

11. Use secure antivirus software.

Areas at risk by a breach in network and application security

Hospitals
1. Patient medical records
2. Dosage administration
3. Medical procedures
4. Medical prescriptions

Tech companies
1. Source codes
2. Data integrity
3. Intellectual property
4. Server capacity

Pharmaceutical companies
1. Patent information Ao
2. New products B |
3. Formulations S
4. Medical prescriptions S

Banking / Insurance /
Financial services
1. Customer information
| 2. Financial records
| 3. Transaction details

4. Login & passwords
5. Credit & debit cards
6. ATM cards

Defence contractors
1. Tenders and sales plans ~oEr
2. Specification data




370
The growing menace of phishing

Information technology

Phishing is the process by which a user tries to pick up sensitive information like
customer login, password, credit card and bank details by posing as a legitimate
organization. The identity of such unsuspecting customers is stolen, usually, by
encouraging them to enter sensitive information onto web pages that mimic the web
pages of banks and companies that hold their accounts.

An example of phishing

Disgruntled,

existing employee

unethical former or

XYZ Bank o

@)

o

Fraudster /
criminal

R —

2. The fraudster targets
unsuspecting account
holders with emails that
mimic the bank’s webpage.

[BEE]
e -oME®L

hitp://www.xyzbanking.com v

XYZ Bank

Dear valued customer,

1. A fraudster obtains

Customer account /
credit card details

As part our ongoing effort to offer secure online
banking services, we request you to kindly
update you account details by accessing our

customer account details.

website via the link provided below.
http://www.xyzbanking.com

4. Using this customer information, the fraudster logs into
the customer’s account in the bank’s website and carries

out fraudulent transactions.

Thanking you,

Fake web pages

Bank's legitimate web page

G -OHEG»,

hitp:/Avww.xyzbank.com <]

XYZ Bank
Online banking

R
Welcome to XYZ online banking

Customer account : Bob Chance
Account balance as on 20 Dec 2010: $1,25,000

Transfer Pay Transact

A 4

5. The fraudster either transfers the money from
the account or purchases goods online. Goods
purchased are received and sold for cash.

Il

Account balance
6. By the time the e $ 00.00
customer realizes Ba:k \ g

he has been L q‘ 0 R
tricked, the - O"‘_
fraudster has long - &
: ATM s
covered the trail 2
and is untraceable. S

e -oNE®me

hitp:/Awww.xyzbanking. com

XYZ Bank ‘

Welcome to XYZ online banking

Customer accgufit | Bob Chance
Password kkkkkkkkkhk

h 4

3. When the unsuspecting customer
enters his login information, the fraudster
downloads the login details onto his
server, usually in a different country.

Protecting against phishing

1. Check for deceptive web addresses.

2. Avoid revealing password information to
websites accessed through links.

3. Contact the bank to verify authenticity.

4. Revise browsing habits.

5. Use anti-phishing software.

6. Explore the use of two way authentication.
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208 - Geographic Information Systems (GIS)

A computer based system that uses hardware and software to capture, manipulate,
analyze and display data that is spatially referenced to the earth. Information is
referenced by its location on earth. It provides a framework for understanding spatially
referenced objects. Most GIS applications provide a graphic interface to databases,
where information from databases is placed onto a map. Among other uses, the
information displayed helps in business related decision making as well.

The technology

... to maps B
@
From =i = []
database ... o ® ¢
EEEEEEA ® @ l
Name Location
Tech Industries Itd. Charlotte O O O
Executive Server Inc. Belmont.
Digital Group Ltd. Belmont. _ - I:l
Network Concepts Inc. Charbtte | |
Key Megacorp Charlotte Q
Wireless Corporation Mt. Holly
Cyber Digital Mt. Holly
Image Consulting Mt. Holly
Ironclad Securities Inc. Belmont

Adept Consulting Inc. Charlotte

The GIS puts data from a database onto a map to visually depict locations. It allows
decision makers and managers view, interpret, analyze and visualize data in ways not
possible by simply looking at a database. A GIS helps in analyzing data, making
maps and displaying results. The visual depiction of data helps an enterprise
understand and manage information on customers, business partners, sales,
demographics and warehousing facilities.

Uses of a GIS
g’

. Asset management

. Facilities management
. Site selection 12. Finalizing dealer locations
. Store selection 13. Understanding trade areas
. Customer mapping Ry, Market? e‘gl 14. Assessment of risk

. Analyzing demographics ’79;. éo‘“ 15. Acquisition of property

. Market analysis ? oY 16. Customer profiling

. Sales territory allocation 17. Sales leads

. Vehicle routing and scheduling 18. Forecasting

10. Analyzing competition
11. Analyzing markets

OCOoONOOOAPRWN =
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GIS applications in enterprise management

Customer mapping: Analyze markets and customers, map trends and demographics. Evaluate
potential in the target area and identify products for sale. Geocode customers and understand their
likes, dislikes and motivation to purchase. Identify valuable customers, focus target marketing effort to
prospects with similar demographic classifications. Focus all promotional effort to the needs of the
target area. Integrate web-based store locators to help customers locate stores.

Store selection: Visually identify store locations for a
business. Rank store locations by type of customer
and products. Segment customers based on buying
habits and lifestyle. Generate a customer database,
evaluate cross-selling and up-selling opportunities.
Evaluate store specific merchandising.

Route selection: Use GIS for routing
and scheduling optimization and fleet
management. Work out best possible
delivery routes for faster deliveries.
Analyze and understand traffic patterns.

Facilities
mapping:
Map facilities
within an
organization.
Provide
information
about layout
of premises,
location of
elevators,
conference
facilities,
stairwells,
emergency
exits, parking
areas, fire
extinguishers
and others.

Advertising and promotion: Define target segments and focus advertising and promotional
effort. Understand customer spending and target direct mail. Evaluate advertising and direct
mail effectiveness. Design sales territories more effectively with a visual reference of
dealers, routes and access points. Know where the competition is located.

Site selection: Use for selecting sites for manufacturing facilities, distribution centers, warehousing
facilities and offices. Have a better understanding of resources and facilities available when selecting
sites (availability of human resources, infrastructure, transport, roads, electricity and communication)
and services. Evaluate scope for just-in-time manufacturing and supplies. Evaluate risks and benefits
with a visual reference of surrounding areas. Evaluate security aspects of the site.
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209 - The Process of Management

The process of management deals with the effective use of enterprise resources, to
manufacture products, distribute them and provide services. Enterprise resources
include human resources, machinery, technology and finances. Management
practices need to put these resources to effective use in an environment of constant
economic change and increased competition. They also need to consider the physical
environment and its dwindling natural resources. The process of management also

needs to generate revenues and profits to make a business sustainable and viable.
Managerial tasks

O\Dero"\o“s ‘

Ho
For manufacturing and services organizations ,fe/s

'Qefai/
PL ok

—
1

Ve S

: ‘ | (? @
N o g
— The managerial process S —
1 1 1 1 1
1. Planning | | 2. Organizing 3. Staffing 4. Directing | | 5. Controlling
O /,Sales plan O O

—y

VP- Sales

y

\ N

Measure performance against

Set objectives and define
means to achieve them.
Ex., V.P- Sales sets an
increase of 25% in sales,
to be achieved by
introducing a new range
of products.

Identify, select, recruit,
train and place human
resources. Ex., V.P-Sales
places a product manager,
district managers and
sales reps for the new
product range.

objectives. Identify reasons

for deviations and initiate

remedial action. Ex., V.P-Sales

regularly analyzes sales
records - for a district,
product and sales rep and
takes corrective action.

Selling Promotion

O

VP- Sales

2

Grouping and assignment of activities to
meet objectives. Ex., V.P-Sales
identifies, groups and assigns
promotional and selling activities needed
for the new range of products.

O

\

1. Pricing
2. promotion

@)

TA T

Provide leadership, guidance and direction.
Ex., V.P-Sales conducts meetings, provides
promotional, pricing and logistical support
to the sales team. Provides answers to
challenges faced in the market.
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210 - Managerial Skills & Abilities

To perform the several managerial functions needed in an enterprise, managers have
to develop the necessary skills and abilities needed for the job. Every industry places
differing demands on the nature of skills needed from its managers. Every enterprise
expects its managers to develop and hone their managerial skills, through training and
practice. However, most people hold some unique intrinsic skills suited for a particular
industry.

Nature of managerial skills and abilities

375

N2
Leadership &
decision making
Direct, motivate
and guide a team to

realize enterprise
objectives. Make

Objectives
Goals

Communication skills
Written and spoken.
Communicate within and
outside the organization.
Effective report writing
and documentation. Good

[ Business dynamics??]
O

P 2

55
O O™ « C

i

H R skills
Interact with
employees and peers.
Conduct interviews,
select, place and

Conceptual ability
To develop an
understanding of
challenges, for
decision making,

appraise employees. planning and
decisions and public speaking and directing.
provide solutions. presentation skills.
\ " Peers
O = O Market
o, 20O S

ﬁ%,
Technology skills
Understand latest

information
technologies, put
technology to work in

the job sphere,
automate processes.

Negotiating skills
Finalizing terms,
conditions, prices and
contracts with
customers. Negotiate
work conditions and
terms with employees.

v
!

&

Conflict resolution
Ability to resolve
conflicts between

employees and with

customers. Provide a
stable work
environment.

Handle pressure
Ability to keep clam
and handle challenges
from the market,
workplace, regulating
authorities, peers
and superiors.

Skills and abilities required across business sectors

o>k “

-

‘ N y Q g ¢
Sf L Y Qg
Manufacturing Hotels Retail Sales management Consulting
Technology skills H R skills Communication Communication Communication
H R skills Communication H R skills Handle pressure Technology
Communication Leadership Negotiating Negotiating Conceptual
Leadership Technology Leadership Negotiating
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211 - Entrepreneurs & Professional Managers

Entrepreneurs are individuals who come up with ideas about businesses and invest
money into their ideas of products and services. They employ people and manage and
grow their businesses. Entrepreneurs show a lot of initiative and drive in furthering
their ideas and goals. Professional managers are individuals who work for companies
and business enterprises, usually on a salaried basis. They help a company realize its
long-term goals and manage day-to-day operations.

Entrepreneurial traits

Investment & finance
Ability to invest and finance

the business venture, P The Entrepreneur
nurture it and make it grow. ™~/ Be one's own boss

Has a desire to be his
owh boss. Not content
Risk taking taking directions and

Ability to take risks. Forging instructions from others.
ahead when about 75% of

the parameters are met.

Puts in long hours
Ability to sacrifice personal
Drive and commitment requirements and pleasures for
Shows a sense of energy and the sake of long work hours.
provides the needed push to
take the venture ahead.

Not content with a salaried job
The entrepreneur seeks to earn a
Professional managers  hold  specialist | high income and invests Time, effort
functional skills that help them perform in their and money for it.

sphere of work. They are accountable for their

area of work and are appraised based on An entrepreneur's job is a 24x7 job. A motivated
results delivered in their respective areas. entrepreneur is fully committed to the success of the
Entrepreneurs, on the other hand, have a business and is willing to devote much time, effort
general idea of all functional areas, as well as  and investment into the business. Entrepreneurial
some specialized functional knowledge. They qualites can be inculcated into professional
are accountable for the business as a whole. managers through training and orientation.
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212 - Planning

Planning is the managerial function that involves setting goals for the future and
specifying ways to achieve them. It is the starting point of all managerial initiatives and
involves the participation of managers from all levels of management. The top
management in an organization specifies long-term and strategic plans. Middle level
and operational managers chart out medium-term and operational plans. Planning
provides the basis for all business and organizational action.

Types of plans

Time buckets for plans depend on the nature of industry.
High growth industries have shorter planning time
buckets compared fo slow growth industries.

Enterprise-wide \
‘ 1 year 2 year 3 years
G e posemeenenes frmnemnanea- Fonennenes »
\ T‘_‘W K/ij\
b > - Long-term strategic plans, by top managements

4
1

Functional area ke

. Medium-term plans
¢ ANN
5
% Medium-term plans are worked out
> Short-t P
ori-term by middle level managers and are
derived from long-term plans
Short-term operational plans by operational managers
specify how day-to-day operations will be handled.

Strategic and operational plans

Strategic plans set the
tone for operational
Corporate

strategy O O P|ans

!z Top management %

Sales

Strategic plans set the pace at which an Operational plans focus on the day-to-day

organization performs. They include: functioning of the organization.

1. The corporate plan: Which businesses to 1. Sales plan: Products, markets, salespersons,
aim for, resource allocations? commissions and discounts, others?

2. The business plan: Course of action to be 2. Production plan: Products, routing
followed for a certain line of business. operations, scheduling, capacities?

3. Growth and expansion plans: Strategy to 3. Financial planning: Payables, receivables,
grow into profitable businesses? cash flow?

4. Contingency plans: Strategy to handle 4. HR planning: Requirements, wages and

deviations and developments. salaries, skills training?
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213 - Organizing

Organizing is the function in which activities and processes to be performed within an
enterprise are identified, arranged and assigned, to meet enterprise objectives. This
enables better coordination and tighter control over the many activities and processes
that need to be performed, to deliver products and services. Organizing helps in
delivering a company's products efficiently and at lower costs.

Organizing work

Consider, for example, the process of selling products to customers. The activities
identified to complete the process of fulfilling customer orders include order
processing, material handling and payment processing.

Assignment of roles and @) The power and authority with a manager
responsibilities to different helps exercise control over the process
activities and the process P
m:(:\fzeisr / An organizational structure
\ | g establishes a chain of command
I I I
Order Material Payment
taker handler processor
S
® @) © @)
=1 AN
& ) )
1. Receive and 2. Pick and deliver 3. Collect payment
process a customer materials based on and issue receipt to
order the customer order the customer
Begin Process: Fulfil customer order{N » End

Identifying and arranging activities in a process helps in
coordinating and fulfilling tasks that need to be performed.

Factors affecting the organization of work

pns Head office @
55 oo

Wide span of control

Vertical
structure

[ e R e B
R T | |

Vertical or horizontal Centralization & decentralization Span of control

organizational structures? While decentralization provides the A narrow span suggests
Horizontal work structures ability to respond faster o dynamic many organizational levels
are better suited for jobs business situations, centralization and higher employee costs.
where contact with customers helps exercise tighter controls over A wide span of control is
is  high and employee quality of operations. This is also indicative of  greater
empowerment is crucial, such influenced by the nature of industry autonomy and a flat
as in service based industries.  and company policy. organizational structure.
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214 - Leadership in Enterprise Management

Managers with leadership traits and skills can help lead an enterprise effectively while
satisfying customer and stakeholder needs. Such managers can motivate and
influence employees to perform and realize enterprise objectives while enabling them
achieve their personal goals as well. The leadership style a manager employs affects
the way an organization performs.

Leadership traits and qualities

Does not
monopolize
power and
authority

Ability to
influence people

Resolves conflicts
between
employees

Excellent oral
and written
communication
skills

Gives credit
to people
when its due

Decision
making
skills

Has the
company's best
interests at
heart

Sets high moral Leadership traits

and ethical
standards

Guides
subordinates in
their careers

leader

Ability to
manage change &
adapt to new
challenges

Has a vision
about the
company's future

Motivates &
energizes people
to get things
going

Is a patient
listener to

employee
concerns

Leadership styles

Blah! Blahl ...and now I invite suggestions Please decide
Blgh! Blgh! ? W on how we should proceed on and let me know.
les strate
) N our sa gy.
O/ allp P QP { / \ ! /
¥ O @) @) O P

TP s It

Authoritative

The leader sets goals, issues
orders and micro-manages.
He has little faith in the
ability of his employees.
Discussion and participation
is not encouraged. Work
goes on mainly when the
leader is around.

Participative
The leader has faith in the

employees and encourages
participation and discussion.
Employees feel responsible

and turn in work of good
quality. A sense of belonging
prevails within the group. The
morale of the group is high.

Laissez-faire
A hands-off approach, where

the leader leaves most
decision making o employees
and is not an active

participant in the decision
making process. Decision
making is left to people
taking the initiative.
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215 - Communication

Communication is one of the most important managerial skills needed to inform, direct,
persuade and motivate employees, customers, suppliers and other stakeholders to an
organization. Good communication skills help managers understand and assimilate
views of employees, co-workers and business partners. The manner in which a
manager communicates affects organizational performance and productivity. It also
determines how successful a manager is within the organization, with customers and
with other entities.

Understanding the dynamics

Communication is also

Effective communication influenced by the surroundings A manager needs to be

includes: in which it is carried out. aware of:

1. Listening 1. The perception levels

2. Speaking O O and emotional state of

3. Eye contact = the receiver.

4. Positive body language 2. Nonverbal responses
Manager  Employee

Communicating with an audience

Use the right visual displays, understand what

the audience wants. What is their capacity to

absorb? Are they positive towards you? Listen
to them, invite questions and clarify doubts.

Pick the right surroundings to communicate
effectively. Politely ask for all electronic
gadgets to be switched off. Focus a group's
attention with presentations and visual

displays. Engage the audience actively.

O
=L

O ® O O
| | & & & &’
When communicating with an audience, preparation is the key. Know the subject and be aware of
questions that will likely be asked. Allow for breaks when presentations stretch into long hours. Be
a keen listener and respond politely to questions asked. Avoid confrontations with a group. Engage

the audience actively and gauge whether they are assimilating what is being communicated.
Understand cultural differences when communicating with an international audience.

Effective written communication

1. What is the document going to achieve? Is it to
inform, initiate some action or get a response?

2. Who will read it? Is the language and tone
appropriate?

3. Is the document brief and concise? Is the main
subject stated clearly? Is the right meaning
getting across?

4. Are there sensitivities involved that need to be
considered? Are there cultural differences that
have to be considered?
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216 - Decision Making

The most important of all jobs a manager needs to do is to make decisions. Decision
making takes place across all the managerial functions of planning, organizing,
staffing, directing and controlling. Decision making involves selecting a choice from
several different alternatives. The flexibility a manager has on decision making
depends on the level he occupies in the organizational structure. In today's highly
volatile and dynamic business environments, managers have to rely heavily on
information technology for decision making. In reality, most business decisions are
made though a combination of intuition, instinct, research, rationality, verification and
creativity.

Nature of decisions

q’ - ? Purchase materials? ; [mﬁT (TT'( ?

\|

Routine decisions : Made : .
on a regular basis and From supplier A .. or supplier B

are less ambiguous Such decisions are made routinely and have a
precedent that can be followed. The risks and

I,W uncertainties associated are low as the outcome of
%y n the decision is known.
ey
é\é 0’7\"0077 fec/,,,o/o Such non-routine decisions have no
Manager ’770010‘%’75- ;79 decye 9y? precedent to be followed and induce
Cong ﬁoraﬁ ‘ons . much uncertainty, risk and ambiguity
"e9/q be oy into the decision process. Most
asis £

‘ critical decision making falls info this
category where there is no past
knowledge to aid in decision making.

The decision making process

Optio,, A
1. Improve productivity ®) W
2. Reduce cost per unit O " H H
3. Reduce stages in

manufacturing . ‘
4. Reduce pollution levels )

Awareness that a decision Eotabliahidecision

has to be made. Ex., criteria. Weigh Gather data and shortlist
technology improvement at W) | cach criteriaand | ™™ | alternatives that meet the criteria,
the manufacturing facility. itk v

!

- Select the Option A Evaluate options that
alfernative | ¢mmm Option B meet the criteria.
that best Involve all necessary

meets criteria. groups and individuals.
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Ethical concerns in decision making

Are managerial decisions
prompting ethical business
practices with suppliers and
customers? Are decisions leading

Are all decisions made purely
oh economic factors, or, are
environmental and social

Managerial factors being considered as

to a stable working environment? values? well?
Are organizational objectives and requirements being Are decisions fostering a
prioritized over personal objectives? Are decisions being climate of openness and
taken within the legal framework? understanding with employees
and co-workers? Are other

peoples interests considered?

. . A S OO g O

Factors influencing decision making

Organizational
interests first

Technology: Enterprise software technologies like ERP, CRM and others have made many
previously non-routine decisions routine. This is especially in the areas of manufacturing, materials,
customer qualification and accounting. Artificial intelligence, expert systems, fuzzy logic, neural
networks and decision support systems that can be programmed to follow rules and reason
intuitively are technologies that are increasingly assuming the role of decision maker.

Cultural factors in decision making
f,

@QOC}O
i

Culture: As the workplace goes more global, the presence of a diverse workforce from different
cultural backgrounds presents new challenges to managers. While some cultures favor a group
approach to managing, others prefer an individual approach. A manager also needs to take note of
cultural sensitivities when making decisions. Some cultures prefer speed in decisions and actions,
while others favor a more thought-out and less risky approach to decision making.

SWaysAs
JJadxg

Manager
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217 - Managerial Control

The managerial function involved with verifying whether activities, tasks and
processes within an organization are advancing according to plans and fixed
standards. The controlling function also takes corrective actions against deviations
from plans and established standards. All forms of managerial control is to avoid,
detect or correct problems that stand in the way of meeting enterprise objectives.
Budgets, performance reports, authorizations, automated workflows, systems,
standards and reports are ways to exercise control.

How does control help?
Consider for example, Mounty bikes, whose sales report for a
%ounty territory for the quarter January to March is shown below. The sales
manager handing that sales rep is analyzing the situation.

Bikes
Sales report for the quarter Jan-March / Territory : J / Rep: Bob

) Product Plan | Actual | + / - Planned Actual
g (Units) | (Units) | (Units) | dealer visits | dealer visits
S
£ Mountain bike | 100 75 -25 30 20
2
83 Kids bike 200 125 -75 50 25

1. Detect & correct bad
results

Early information can help
take corrective action. The
sales manager can take
remedial action to fill the
shortfall in sales during the
first quarter.

2. Verify conformance to
standards

Control helps measure
whether standards have been
met to achieve objectives. In
this case, the rep has not
kept up the standard number
of dealer visits to meet the
sales targeft.

3. Performance appraisal
Control measures help in
objectively appraising
employee performance. It
can be established that
the lower number of
dealer visits by the rep
has resulted in the
shortfall in sales.

4. Update and evaluate plans

Control measures help in verifying whether plans reflect business and operational realities. In
this example, the sales manager can verify whether the number of dealer visits is possible by
a single sales rep, or, whether more reps are needed.

Control measures

Fi ial budget

Inancia u ge

Plan Actual 0 [ 2 | 0 AT
TP

2.1 [ 3

Budgets and reports
1. Production budgets
2. Financial budgets
3. Sales Budgets

4. Admin. Budgets

Automated workflows
1. For authorizations
2. For approvals

3. Set time triggers
4. Process integrity

Control charts
1. Gantt charts
2. PERT charts
3.CPM

4. Break-even charts

Direct observations
1. Facility four

2. Handle deviations
3. Record constraints
4. Improve processes
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218 - Managing Change

The manager of today needs to handle and manage change on an ongoing basis.
Unlike the past, where markets, technologies, habits and business environments were
more or less stable, today's scenario is a lot more dynamic and different. Successful
managers recognize and deal with such change in a positive way. The ability to
manage change in today's business environment to a large extent determines the
success of a manager and the organization.

Recognizing change

Vs

) e

In products and services In technology and processes In people and habits
1. Rapid product introductions 1. Increased automation 1. Changing habits

2. Increased product obsolescence 2. Information technology driven 2. Global marketplace
3. Increased product customizations 3. Newer machines 3. Buying power

4. Value added services 4. Workflow enablement 4. Fashion and frends
5. Lesser product maintenance 5. Composite materials 5. Informed customers

In the organization Nature of competition Business environments
1. Systems and processes 1. Increased global competition 1. Increased taxation
2. Structures and procedures 2. Increased product range 2. Environmental concerns
3. Reporting relationships 3. Cheaper prices 3. Stricter regulations
4. Management style & ownership 4. Quicker competitive response 4. Security concerns
5. Methods and approach 5. Financial muscle 5. Changing policies
Understanding resistance to change

Present state Employee fears and apprehensions about Desired state

Q @ the desired state \

& ' QP UPA P QP

O 0O® @O O

ATEY

When trying to introduce changes, managers need to be aware of the resistance they are going to
face. Most resistance to change arises from employee fears, apprehensions and ambiguity about
their roles, incomes, and their ability to handle their new work environment. Employees may try to
resist these changes as they fear for their jobs, incomes and the uncertainty associated with
having to give up their old working patterns and reporting relationships.
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Initiating and managing change
Manage
change (future)

) Desired state =—————=—) Desired state

Q Q O s P P “ 1
&#ﬁh@ - 4

‘Y \ /l‘mvl X

Manage change
Present state 9 9

AL

@) 1. Address the need for change
=~ State the nature of change expected; in
systems and processes, implementation of

enferprise softfware systems, new products and
| Need for change | services, organizational restructuring, others.

v

2. Encourage employee participation

Allow employees to air their thoughts and views
O O O on the nature of change. Encourage them to
take an active part in the change process. Aim

— for changes that are practical. Address
Employee participation employee fears and apprehensions.

Ideas &
suggestions O

é

!

3. Plan the change and set a time schedule

Develop a formalized program for change with
deliverables and milestones to be reached.

o O D O Appoint a person fully committed to seeing the

@ changes through. Provide for training and

Deliverables
& schedules

\'

Plan and schedule reskilling of employees wherever needed.

v

4. Implement, evaluate and measure

Carry out the necessary planned changes to the
@ organizational structure, reporting
relationships, systems, processes, technologies

OGO and others. Reinforce the changes. Develop a
system of evaluation and measurement for the
| Reinforce, eveluate, measure | changes initiated.

e

The organization that is able to manage change on a continuous |
basis is able to: )
Better manage its product portfolio, respond faster to the Q )
competition, keep existing customers, launch and carry out betfter -~ >
value added processes, make use of new fechnologies to further ?? ‘

business interests, develop its market share, create a better working
environment and post higher sales and profits.
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219 - Contract Management

An international contract is an agreement that stipulates the rights and responsibilities
of buyers and sellers in the international sale of goods. The United Nations Vienna
convention on contracts has the binding power of law for all contracts between parties
located in countries that have ratified this convention. Although the convention does
not specify that a written contract is mandatory, most buyers and sellers opt for
contracts drafted with the help of legal advisers. This is done to avoid any ambiguity
later.

The process of forming a contract

Buyer The process of forming a
contract takes place before
any goods have been

received by the buyer.

Seller

Co
(77
Nrk
&
4
A buyer expresses an Buyer communicates to seller The seller receives and

intention to buy, through a ) acknowledges the buyer's

request for quotation. @ request.

The buyer receives the |, Seller sends an of fer @ The seller makes an of fer
seller's offer and evaluates [ Ty seller may also send a proforma which is firm, precise and

the offer. invoice which determines the broad | @ddressed to specific people.

guidelines of sales

The buyer either accepts @ Buyer communicates to seller J
the offer or makes a

The seller receives the

As long as an offer has not been counteroffer by the buyer"
counteroffer. accepted by a buyer it can be
retracted.
The buyer enters into Negotiations between the two parts |  The seller evaluates the
further negotiations with [¢ counteroffer and enters into
the seller. @ further negotiations
l Letter of intent between the two parts l

After a process of negotiation; on price, quantity, terms of payment and shipment,
handling of transit damages and others, buyers and sellers, if satisfied, may then signa @
letter of intent before the agreement is finalized.

l Final contract between the parts l

Buyers and sellers then sign a binding contract based on terms that have been mutually
agreed on. This process of contract forming and the final signing of contracts needs to be @
carried out between the legally authorized representatives of both the parts.
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220 - Nature of a Contract

Although several standard contractual formats exist for the international sale of goods,
they have the inconvenience of being nonnegotiable. In practical business scenarios,
contracts drawn up keeping the common interests of both parties tend to be more
workable. The final contract is a legally binding document which specifies the role of
the seller on shipment of goods and the role of the buyer on acceptance of goods and
payment. Contracts are entered into only by the authorized legal representatives
representing both the parts.

The body of a contract

The contract must

mention detailslof Contract for the sale of goods

the company and Contract number: 10031
people who are Contract Date:  March 15, 2011
representing them.
Seller: Sams Industries, Buyer: Pam Enterprises
101, Marine drive, 202, Str. Pop Savu,
Genoa — 023474 Bucharest — 20230
Italy Romania
Tel. No: +39 2374850 +40 8576705
Fax. No: +39 2039489 +40 8348558
T
] nq‘rure o Represented by:  Bob Villa (Manager) Radu lon (Proprietor)
products being sold, - . . ,
: : : E-Mail bob.villa@samind.com radu.ion@pament.ro
their units, quantity
. b Regn. No. 102043 94857
and price. This is the VAT N 84751 94958
main reason for the o
contract and needs to PI f sianature: Sinaia. R :
be stated plainly. ace of signature: Sinaia, Romania
The buyer and seller have agreed to the sale of goods as per the

conditions mentioned below.

Product Units | Quantity | Unit price | Total price
Item X201 Pieces 1000 EUR 20 | EUR 20,000
Item B701 Pieces 1000 EUR 30 | EUR 30,000

Terms and conditions:
1. Deliveries to be made DDU to be made as per buyers schedule.
2. Products to be shrink-wrapped to pallet size.
The terms and 3. Contract is valid for the period: 1 May 2011 to 31 Dec 2011.
conditions cover 4. Payment: 100% advance before dispatch of goods.
important points that | - Payment mode: Wire transfer to sellers account.
govern the contract. | 6- All additional taxes and expenses will be borne by the buyer.
They include validity, 7. Disputes, if any, will be refereed to an arbitrator.

INCOTERMS, Sellers signature & stamp Buyers signature & stamp
payment details and

others terms. It is

important for the
parties to stamp and

sign the document.




